
¼  https://blogdroiteuropeen.comp 01  / JUNE 2018

Working Paper on the National Adaptations of the GDPR in 
Austria

By Dr. Günther Leissler LL.M.
Counsel at Schoenherr Attorneys at 
Law

I-THE ORIGINS OF DATA PROTECTION IN AUSTRIA

In response to the technological evolution and as 
a result of growing concern related to the use of 
personal data by government agencies and large 

companies, a small number of European countries took 
the lead in enacting data protection legislation in the 
1970s. Amongst them: Austria. The first Austrian data 
protection act (hereinafter ‘Austrian Data Protection 
Act’) was enacted in 1978 and came into force in 1980. 
Data protection was incorporated as a fundamental 
right for everyone1 at constitutional level with third-
party effect2. The ‘Data Protection Commission’ was 
established as competent authority and the concept of 
registration of data applications was introduced. Over 
time, the Austrian Data Protection Act was amended 
several times.3

The next milestone in the Austrian history of data 
protection was the transposition of the Directive 
95/46/EC into Austrian law in 2000. The Directive 
was implemented by the Data Protection Act 2000 
(hereinafter ‘DPA 2000’) and introduced several 
improvements. The DPA 2000 was amended several 
times and was applicable until May 24, 2018. The 
e-Privacy Directive 2002/58/EC (as amended by 
Directive 2009/136/EC) was transposed in Part 12 
of the Telecommunications Act 2003 (hereinafter 
‘TCA 2003’). The data protection provisions of the 
TCA 2003 remain in force and will probably be amended 

1 Including natural persons and legal entities
2 The ‘third-party effect’ of human rights obligates the State 
to provide individuals with sufficient protection in case their 
fundamental rights are violated by other individuals.
3 Cf. Jahnel D., ‚Datenschutzrecht‘ (Jan Sramek Verlag, 2010), 6.

when the ePrivacy Regulation will take effect. Further 
important privacy-related provisions can be found in 
the Labour Constitution Act with regards to processing 
employees’ data for human resources management 
and evaluation purposes. Moreover, the Austrian 
Criminal Code contains several criminal offences 
related to personal data.

II-NATIONAL CULTURE OF DATA PROTECTION IN 
AUSTRIA 

The protection of personal data has been highly 
valued in Austria for a long time. Hence, the Austrian 
Data Protection Act of 1978 was one of the first of 
its kind in Europe. Further, the DPA 2000 imposed 
many restrictions on controllers concerning collecting, 
processing and transferring personal data and it 
granted a number of rights to data subjects. It set out 
the principles relating to processing of personal data 
(including lawfulness, fairness, and purpose limitation) 
and the lawfulness of processing (requiring a legitimate 
purpose and a legal basis). It also differentiated 
between the processing of ‘ordinary’ personal data and 
sensitive data. Data subjects had certain rights, such 
as the right of access, the right to rectification, the 
right to erasure and the right to object. Additionally, 
the TCA 2003 contains requirements, when it comes 
to electronic communications. Therefore, Austrian 
companies that were already compliant with the 
DPA 2000 and the TCA 2003 had a starting advantage.

The tight regulatory framework is accompanied by 
strict authorities and case law. For instance, Austrian 
case law requires to enumerate every personal data 
that a controller wants to collect by consent. Lastly, civil 
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society is very active to uphold high standards on data 
protection. The best way to illustrate the civil society’s 
activism is referring to the Data Retention Directive 
2006/24/EC and the Safe Harbour Decision 2000/520/EC. 
Both were invalidated inter alia on Austrian initiative.4 
The Austrian application that led to the invalidation 
of the Data Retention Directive was supported by 
11,130 applicants. Maximilian Schrems who initiated 
the invalidation of the Safe Harbour Decision managed 
to commence a class action, supported by over 
25,000 consumers against Facebook.5 Even though 
the European Court of Justice turned down that class 
action,6 it shows the high value of personal data to 
Austrians. Looking at recent events, on the very first 
day the GDPR came into effect, first complaints were 
filed by Maximilian Schrems’ NGO NOYB – European 
Centre for Digital Rights7 (hereinafter: ‘NOYB’). NOYB 
filed complaints against Facebook in Austria, against 
Instagram in Belgium, against WhatsApp in Germany 
(Hamburg) and against Android (Google) in France.8

III-ADOPTION OF NATIONAL LAW TO SUPPLEMENT 
THE GDPR

To supplement and transpose the provisions of the 
GDPR and the Law Enforcement Directive (EU) 2016/680 
the Austrian Parliament replaced the DPA 2000 by a 
legislative package on data protection which amended 
the current data protection framework in accordance 
with the GDPR and the Law Enforcement Directive.

The law-making process was politicised from the 
onset. The then governing coalition government 
agreed to avoid ‘gold plating’; no additional obligations 
were supposed to be imposed on controllers. For 
instance, no cases – beyond the GDPR obligations – 
were defined, where private controllers would have 
to designate a data protection officer (hereinafter: 
‘DPO’). Moreover, the coalition agreement included not 
only to supplement the GDPR but at the same time to 

4 CJEU Digital Rights Ireland and Seitlinger and Others, Joined 
Cases C-293/12 and C-594/12, ECLI:EU:C: 2013:845; CJEU 
Maximilian Schrems v Data Protection Commissioner, Case 
C-362/14 ECLI:EU:C:2015:650.
5 See http://www.europe-v-facebook.org/sk/PA_OGH_en.pdf
6 CJEU Maximilian Schrems v Facebook Ireland Limited, Case 
C-498/16, ECLI:EU:C:2018:37.
7 NOYB stands for ‘(My Privacy is) none of your Business’
8 Kurier.at, Datenschutz: Schrems’ Beschwerde gegen Google, 
Facebook & Co (25.05.2018) accessed May 30, 2018 https://kurier.
at/wirtschaft/schrems-noyb-brachte-beschwerden-gegen-google-
facebook-co-ein/400040704; Scally D., ‘Max Schrems files first 
cases under GDPR against Facebook and Google’ (2018) The 
Irish Times <https://www.irishtimes.com/business/technology/
max-schrems-files-first-cases-under-gdpr-against-facebook-and-
google-1.3508177> accessed May 30, 2018.

transpose Directive (EU) 2016/680. The reason to adopt 
one single act was inter alia to ensure a consistent 
level of protection.9 

In June 2017, and thus before 2017 the autumn 
parliamentary elections took place, the Austrian 
Government presented the draft new Austrian Data 
Protection Act.10 It contained several constitutional 
amendments, to name but one, the scope of the 
fundamental right would no longer include the 
protection of personal data of legal entities. The 
amendment of constitutional law provisions requires 
a two-thirds majority in the Austrian National Council. 

Shortly before the vote in Parliament, the Austrian 
Government anticipated that it would not obtain the 
required majority and agreed on a different approach, 
aiming at adoption of the legal framework by the end 
of the former legislative period.11 Instead of the new 
draft, the Government proposed an amendment to 
the current data protection framework without the 
revision of any constitutional provisions. The Austrian 
Parliament subsequently adopted – by a simple 
majority – the new national Data Protection Act 
(hereinafter ‘DPA 2018’) accordingly.12 

In autumn 2017 parliamentary elections were held 
and a new government was sworn in. The Freedom 
Party joined the People’s Party to form a coalition 
government, while the Social Democrats (who had been 
in the coalition government) had to go into opposition. 
The new Government aimed to repair the flaws of 
the DPA 2018. It seemed that the required two-third 
majority to amend the constitutional provisions in the 
DPA 2000 would be obtained. Members of the National 
Council from the government parties and from the 
Social Democrats put forward on March 22, 2018, 
a three-party motion that was supposed to become 
the Data Protection Deregulation Act (hereinafter: 
“Deregulation Act”).13 The National Council adopted its 
report on the bill on April 11, 2018. However, on April 

9 Cf. Kunnert G, ‚Was bleibt vom DSG (2000)?‘ jusIT (2017) 239 
(240).
10 Press release of the Austrian Parliament (hereinafter ‘Press 
Release’) Nb. 736 of June 16, 2017, on the DPA 2018, https://www.
parlament.gv.at/PAKT/PR/JAHR_2017/PK0736/, accessed May 22, 
2018.
11 Press Release Nb. 803 of June 26, 2017, on the draft of a new 
Austrian Data Protection Act, https://www.parlament.gv.at/PAKT/
PR/JAHR_2017/PK0803/, accessed May 22, 2018. 
12 Press Release Nb. 829 of June 29, 2017, on the new DPA 
2018, https://www.parlament.gv.at/PAKT/PR/JAHR_2017/PK0829/, 
accessed May 22, 2018.
13 Datenschutz-Deregulierungs-Gesetz 2018, Initiativantrag 
189/A, March 22, 2018, https://www.parlament.gv.at/PAKT/VHG/
XXVI/A/A_00189/imfname_686854.pdf, accessed May 25, 2018.
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20, 2018 the opposition parties, including the Social 
Democrats, introduced an amendment.14

The main objective of this amendment was to 
implement Article 80 (2) of the GDPR. Organizations 
in the field of data protection were to be empowered 
to lodge complaints with the supervisory authority 
independently of a data subject’s mandate. 
The government parties however blocked that 
amendment, because they considered it as ‘gold 
plating’. The government’s program for this legislative 
period expressly stated that it would avoid gold plating 
regarding the transposition or implementation of EU 
law.15 As a consequence – and according to media 
reports also due to political issues – the Social Democrats 
withdrew their support for the Deregulation Act.16 Due 
to prior talks the governing coalition was expecting 
that outcome and submitted an amendment on the 
same day as well (hereinafter: “Amendment”).17

Finally, the Austrian Parliament adopted the 
Deregulation Act as amended by the governing 
parties on April 20 together with three other bills as a 
legislative package18:

•	 Data Protection Act, Amendment (amending DPA 
2018)

•	 Administrative Acts Data Protection Amendment 
Act (collective amendment of 120 different 
administrative acts to comply with the GDPR)

•	 Data Protection Amendment Act – Science and 
Research

In May 2018, a second ‘Administrative Acts Data 
Protection Amendment Act’ (amending approximately 
another 100 acts) was adopted by the Austrian 

14 Abänderungsantrag, AA-8, April 20, 2018, https://www.
parlament.gv.at/PAKT/VHG/XXVI/AA/AA_00008/imfname_691032.
pdf, accessed May 25. 2018.
15 Zusammen für Österreich, Regierungsprogramm 2017-2022, 
23, https://www.oevp.at/download/Regierungsprogramm.pdf, 
accessed May 25, 2018.
16 Press Release Nb. 442 of April 20, 2018, on the legislative 
package, https://www.parlament.gv.at/PAKT/PR/JAHR_2018/
PK0442/, accessed May 22, 2018.
17 Abänderungsantrag, AA-10, April 20, 2018, https://www.
parlament.gv.at/PAKT/VHG/XXVI/AA/AA_00010/imfname_691038.
pdf  accessed May 25, 2018.
18 Press Release Nb. 442 of April 20, 2018, on the legislative 
package, https://www.parlament.gv.at/PAKT/PR/JAHR_2018/
PK0442/, accessed May 22, 2018.

Parliament19. Several further bills on data protection 
are in the pipeline to be passed by Parliament.20 

IV-MAIN PROVISIONS AT NATIONAL LEVEL IN AUSTRIA

This section will outline the most important provisions 
of the DPA 2018 implementing and supplementing the 
GDPR. 

Fundamental right for legal entities: Despite the fact 
that the GDPR only covers the protection of natural 
persons, the fundamental right set out in Section 1 of 
DPA 2000 was not rephrased within DPA 2018 which 
has triggered discussions about whether the DPA 
2018 offers protection to the personal data of legal 
entities. The legislator tried to remedy this defect in 
the DPA 2018 through the Deregulation Act. Yet, it 
became evident that the Deregulation Act would not 
get the two-third majority necessary to amend that 
constitutional provision. Therefore, the Amendment 
rephrased Section 4 (1) of DPA 2018 and explicitly 
narrowed the applicability of the DPA 2018 to natural 
persons.21 Due to the lack of applicability and thus 
enforceability, the DPA 2018 does not offer data 
protection to legal persons any longer. Nevertheless, 
Directive 2016/943 (EU)22 which must be transposed 
into national law by June 9, 2018, shall offer sufficient 
protection for the data of legal entities.23 Please note 
that this Directive has not been transposed yet.

Registration of data applications: The Data Protection 
Authority operated a data processing register under 
the DPA 2000.24 Controllers had to notify the Data 
Protection Authority of data applications they wished 
to run. Only certain data applications were exempt 
from the obligation to notify, inter alia those declared 
‘Standard Applications’ which were published as an 
ordinance by the Federal Chancellor.25 In order to 
enable controllers to review their registry inputs, the 
registry has been archived and will be accessible until 

19 <https://www.parlament.gv.at/PAKT/VHG/XXVI/I/I_00108/index.
shtml#tab-ParlamentarischesVerfahren> accessed May 30, 2018 
20 Press Release Nb. 536 of May 16, 2018, on the second collective 
amendment, https://www.parlament.gv.at/PAKT/PR/JAHR_2018/
PK0536/, accessed May 22, 2018. 
21 Leissler G / Wolfbauer V, ‘Proposals to alter national Data 
Protection Act’ (24.04.2018) International Law Office.
22 Directive (EU) 2016/943 of the European Parliament and of the 
Council of 8 June 2016 on the protection of undisclosed know-how 
and business information (trade secrets) against their unlawful 
acquisition, use and disclosure
23 Anderl A., Hoerlsberger F., Mueller B., ‚Kein einfachgesetzlicher 
Schutz für Daten juristischer Personen‘, Oesterreichische 
Juristenzeitung (2018), 14 (16).
24 Section 16 of DPA 2000
25 Section 17 of DPA 2000
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December 31, 2019. It is prohibited to insert new entries 
into the registry or to change existing entries therein.26 
The Standard Applications remain a useful guideline for 
drafting records of processing activities.

Processing of data relating to criminal convictions 
and offences: Article 10 of the GDPR provides that 
data relating to criminal convictions and offences may 
only be processed under the control of official authority, 
unless otherwise permitted by Member State law. 
Section 4 (3) of DPA 2018 details the requirements for 
processing criminal data, e.g. statutory authorization or 
legitimate interests pursued by the controller.

Child’s consent in relation to information society 
services: Based on the opening clause in Article 8 of 
the GDPR, Section 4 (4) of DPA 2018 contains the age 
requirement for legal consent given by a child. The age 
of consent for children has been set at 14 years.

Official secrets: Section 4 (5) of DPA 2018 provides a 
limitation of the right of access as set out in Article 15 
of the GDPR. The right of access may not be granted if 
the controller fulfils sovereign tasks and providing the 
requested information would endanger those tasks. 
Section 4 (5) of DPA 2018 is based on the opening clause 
in Article 23 of the GDPR which provides a basis for 
restrictions to the rights of data subjects with respect 
to public safety or public security reasons.27

Business secrets: The right of access by the data 
subjects as set out in Article 15 of the GDPR is limited 
if the obligation to provide such information would 
jeopardize the controller’s business or trade secrets or 
the performance of the controller’s statutory duties.28 
The provisions on official secrets and business secrets 
were inserted by the Amendment.

Special provisions for data protection officers: 
Section 5 of DPA 2018 contains special provision for the 
DPO. If the DPO obtains knowledge of data processed by 
a person who has the statutory right to refuse to give 
evidence, the DPO may refuse to give evidence to the 
extent to which the said person exercises that right. 
To the extent the DPO may exercise the right to refuse 
to give evidence, the files and documents of the DPO 
are subject to a prohibition of seizure and confiscation. 
Sections 5 (3), (4) and (5) of DPA 2018 apply to the DPOs 
of public authorities or bodies. Such public-sector DPOs 
are not bound by any instructions when exercising 

26 Section 69 (2) of DPA 2018
27 Leissler G / Wolfbauer V, ‘Proposals to alter national Data 
Protection Act’ (24.04.2018) International Law Office.
28 Section 4 (6) of DPA2018

their duties. However, the highest governing bodies or 
officers have the right to obtain information on the 
tasks performed by the DPO. Each federal ministry 
shall employ at least one DPO. The DPOs of the federal 
ministries shall regularly exchange information to 
ensure uniform data protection standards.

Data Secrecy: Pursuant to Section 6 of DPA 2018 
employees must keep confidential all personal data 
that have been entrusted or have become accessible to 
them solely due to their employment (‘Data Secrecy’), 
unless there is a legitimate reason for the transmission 
of the data. This obligation shall continue beyond the 
end of the employment contract. Employees may 
transmit such personal data only upon explicit order 
of the employer. Employers shall contractually bind 
their employees to comply with these standards.29 In 
case of violation of data, the controller or processor 
may be punished with a penalty of up to EUR 50,000.30 
Violations committed with the intention to make a 
profit or to cause harm shall be punished by a court 
with imprisonment of up to one year or with a fine of 
up to 720 penalty units.31 

Processing personal data in the context of 
employment: Processing employee data might require 
the conclusion of a works agreement between the 
controller and its works council. As laid down in the 
Austrian Labour Constitution Act approval by the works 
council is required for, inter alia, the following data 
applications:

•	 Staff questionnaires that contain information 
beyond general employee information

•	 Technical monitoring systems that may, at least 
in theory, impinge on the human dignity of the 
employees

•	 Automated human resources management 
systems (for instance payroll accounting systems, 
time recording systems etc.)

Processing personal data for scientific and historical 
research, statistics and archiving purposes of 
substantial public interest: As set out in Section 7 
of DPA 2018, the controller may process any personal 
data which is publicly accessible, which the controller 
has lawfully collected for other research or similar 
purposes or which has been pseudonymized for the 
controller, unless the controller intends to obtain results 
that relate to the specific data subject. In the latter 

29 Section 6 of DPA 2018
30 Section 62 (1)(2) of DPA 2018
31 Section 63 of DPA 2018
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case, the controller needs to obtain consent from the 
data subject or the permission of the Data Protection 
Authority. The Data Protection Authority will only grant 
permission in certain circumstances.

Freedom of speech and freedom of information: 
Based on the opening clause in Article 85 (1) of the 
GDPR, Section 9 of DPA 2018 reconciles the right 
to the protection of personal data with the right to 
freedom of expression and information. The processing 
of personal data through media undertakings, media 
services and their employees for journalistic purposes 
is in fact exempt from the scope of the GDPR and the 
DPA 2018. Processing of personal data for purposes 
of academic, artistic or literary expression falls out 
of the scope of most provisions of the GDPR to the 
extent necessary to reconcile their right to freedom 
of expression and information with data protection. 
The original version of the DPA 2018 had outlined 
the role of media undertakings, media services and 
their employees, but treated them like everyone else 
exercising their right to freedom of expression and 
information. The special treatment was inserted by 
the Amendment. Interestingly, even data secrecy does 
not apply to employees of media undertakings and 
media services – it did apply in the original version of 
the DPA 2018.

Processing and transmission of data in the event of 
disaster: In the event of disaster, public sector and aid 
organizations may transfer personal data of a person 
who is directly affected by the disaster to their close 
relatives under strict conditions as set out in Section 
10 of DPA 2018.

Issuance of reprimands: As set out in Section 11 of 
DPA 2018, instead of imposing an administrative 
fine right away, the Data Protection Authority shall 
issue reprimands to a controller or processor where 
processing operations have infringed provisions of the 
GDPR for the first time. Sanctions imposed pursuant 
to Article 83 of the GDPR shall be proportionate. This 
provision was introduced by the Amendment.

The fact that the Data Protection Authority shall issue 
reprimands in the first place caused heated debates 
on whether the provision of the DPA 2018 still was in 
accordance with the GDPR. Critical voices called the 
provision a toothless tiger and according to public 
sources, the European Commission has some concerns 
about this provision.32 However, the provision reflects the 

32 Schmid F., ‚EU-Kommission nimmt Oesterreichs Regelnzum 
Datenschutz ins Visier‘ (2018) Der Standard <https://derstandard.
at/2000080583421/EU-Kommission-nimmt-oesterreichische-
Datenschutzregeln-ins-Visier?ref=nl&userid=415519&nlid=4> 

content of Article 58 (2) of the GDPR which states that 
each supervisory authority shall have corrective powers 
and amongst them the power to issue reprimands to a 
controller or a processor where processing operations 
have infringed provisions of the GDPR. Neither the 
second part of Section 11 of DPA 2018 stating that 
the imposed sanctions shall be proportionate deviates 
from the wording of Article 83 (1) of the GDPR which 
states ‘each supervisory authority shall ensure that 
the imposition of administrative fines […] shall in 
each individual case be effective, proportionate and 
dissuasive’. The Explanatory Notes outline, that fines 
shall be imposed in accordance with Article 58 of the 
GDPR and under consideration of the criteria in Article 
83 of the GDPR.33

Under Austrian administrative penal law, the principle 
of proportionality also applies when determining the 
punishment for an administrative offence, considering 
both aggravating and mitigating circumstances with 
equal diligence and care. The issuance of a reprimand 
to a first offender may potentially be justified under 
that principle just like the issuance of an increased 
penalty to a repeat offender.34

Processing of images: Sections 12 and 13 of DPA 
2018 are dedicated to the processing of images for 
private purposes (e.g. monitoring and security) using 
technical devices. Recording images includes acoustic 
information processed together with the images. The 
so-called household exemption provision as set out in 
Article 2 of the GDPR and detailed in Section 12 (3)(3) 
of DPA 2018 provides that the processing of images 
is exempt from the application of the provisions if it 
serves a private documentary interest and does not 
aim at recording uninvolved persons to identify them 
or to record, in a targeted manner, items (e.g. license 
plates) that are appropriate for indirectly identifying 
such persons.

The processing of images is not permitted e.g. 
to monitor employees. It is neither permitted to 
automatically match personal data obtained from 
image recordings with other personal data without 
the express consent of the data subject. To give an 
example, face identifications from mobile devices are 
illegal without the express consent thereto.35

accessed May 30, 2018.
33 Abänderungsantrag, AA-10, April 20, 2018 https://www.
parlament.gv.at/PAKT/VHG/XXVI/AA/AA_00010/imfname_691038.
pdf, accessed May 29. 2018.
34 Anderl A., Nino Tlapak, ‚Die Novelle der Novelle des 
Datenschutzgesetzes‘ (2018), Computerwelt, <https://
computerwelt.at/news/kommentar/die-novelle-der-novelle-des-
datenschutzgesetzes/> accessed May 30, 2018
35 Leissler G / Wolfbauer V, ‘Proposals to alter national Data 
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The provisions on processing of images are presumably 
most relevant to the use of video and audio surveillance 
systems (hereinafter ‘CCTV’). The use of CCTV is not 
explicitly mentioned in the GDPR, but falls within 
the scope of the GDPR if it captures images of data 
subjects. CCTV might capture sensitive personal data, 
even if processing such data is not the intention of the 
controller. However, in case law to date the Austrian 
Data Protection Authority has not qualified the use of 
CCTV as processing of sensitive data, unless it is the 
controller´s intention to capture such data. 

CCTV data processing is permitted if it is supported by 
the overriding legitimate interests of the data controller 
and if it is proportionate to use it or if the data subject 
has consented to the processing of their personal data. 
If CCTV data processing is permitted, the controller 
must take appropriate measures corresponding to the 
risk posed by the interference and must ensure that 
unauthorized persons cannot access or subsequently 
change the image recording. Except in the case of 
real-time surveillance, the controller shall keep logs of 
every processing operation. The controller shall erase 
personal data recorded if they are no longer necessary 
in relation to the purposes for which they were 
collected and if there is no other statutory obligation 
to maintain the data. Maintaining data for more than 
72 hours must be proportionate, separate logs must 
be kept of the data and reasons must be stated. 

The controller of an image recording must appropriately 
mark the recording. The mark shall clearly specify the 
controller, unless the controller is already known to the 
data subjects based on the circumstances of the case. 
However, it is recommended to fully mark the CCTV.

Austrian Data Protection Authority: The former 
Data Protection Commission was replaced in 2014 by 
the ‘Data Protection Authority’ which now holds the 
position as national supervisory authority.36 Under the 
scope of the DPA 2000, the Data Protection Authority 
had already been an independent authority responsible 
for ensuring protection of the rights of data subjects. 
The authority handled complaints lodged by data 
subjects37 and had a right to demand clarification and 
information from controllers as well as to carry out 
audits and inspections if there was a justified suspicion 
of a violation.38 Now, it is entrusted with supervision 
under the GDPR. As set out in Section 18 to 23 of DPA 

Protection Act’ (24.04.2018) International Law Office.
36 http://archiv.dsb.gv.at/site/6179/default.aspx, accessed May 22, 
2018 
37 Section 31 of DPA 2000
38 Section 30 of DPA 2000

2018, the Data Protection Authority is now established 
as a national supervisory authority pursuant to 
Articles 51 to 54 of the GDPR and has been granted 
competences, powers and tasks in accordance with 
Article 55 et seq. of the GDPR. Additionally, it will serve 
as the only national accreditation body pursuant to 
Article 43 (1) of the GDPR. The DPA 2018 also specifies 
procedural provisions for proceedings in front of the 
Data Protection Authority.

Representation of data subjects and right to 
compensation: In accordance with Article 80 (1) of the 
GDPR and as set out in Section 28 of DPA 2018, data 
subjects shall have the right to mandate a non-profit 
organization that has statutory objectives of public 
interest and is active in the field of data protection to 
lodge complaints on their behalf and to exercise the 
rights referred to in the Sections 24 to 27 of DPA 2018. 
So far, no specific organization has been granted the 
right to represent data subjects, but any organization 
that fulfils the requirements may take action on behalf 
of the data subject. Two such organizations are the 
Consumers Association of Austria (https://vki.at/) and 
NOYB – European Centre for Digital Rights (https://
noyb.eu/).

Pursuant to Section 29 of DPA 2018 data subjects 
who have suffered material or non-material damage 
as a result of an infringement of the GDPR or their 
fundamental right to data protection have the 
right to receive compensation from the controller 
or processor for the damage suffered. Under the 
current provisions of DPA 2018, the above mentioned 
non-profit organizations may not be mandated to 
exercise such right to receive compensation on the 
data subjects’ behalf. Consumer protection and data 
protection groups and activists have been very critical 
of this lack of opportunity, especially as the first draft 
to the DPA 2018 provided the possibility to mandate 
such organizations to lodge a complaint to exercise the 
right to receive compensation on behalf of the data 
subjects. The paradox outcome of this late amendment 
of the DPA 2018 is that class action in its Austrian form 
remains feasible against Austrian controllers39, while 
class action against controllers abroad is prevented.40

Imposing administrative fines: Pursuant to Section 
30 of DPA 2018 and relating to the processing of data 
by legal entities, administrative fines may be imposed 

39 Cf. Klauser, A, ‚Alpine, VW und noch immer keine echte 
österreichische Sammelklage‘, Zeitschrift für Verbraucherrecht 
(2015) 182.
40 Cf. EU-Datenschutz: Regierungsparteien schwächen 
Rechtsdurchsetzung gegen globale Konzerne, https://noyb.eu/wp-
content/uploads/2018/04/PA_DSGVO.pdf, accessed May 29, 2018.
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on legal entities only if infringements were committed 
through misconduct or lack of supervision/control by 
one or several of the legal entity’s representatives 
holding a leading position within the legal entity. 

The procedure to impose administrative fines is 
regulated by the Administrative Penal Act. This Act 
however deviates to some extent from the GDPR. The 
Administrative Penal Act does not foresee a fine for 
legal entities. Instead pursuant to Section 9 of that Act, 
the ‘responsible natural persons’ are held accountable 
for non-compliance of a legal entity. To comply with 
the “ne bis in idem” principle, Section 30 (3) of DPA 
2018 stipulates that such a responsible natural person 
may only be fined if the legal entity is not fined.

According to Section 30 (5) of DPA 2018 public 
authorities and bodies established in Austria may not 
be fined. The Amendment introduced an explanation 
to the term “public bodies”, which at first glance, reads 
like a definition. However, the Explanatory Notes clarify 
that it is only a concretization. For the actual legal 
definition, the Explanatory Notes refer to Section 4 (1) 
of the Information Re-Use Act, which transposes the 
PSI Directive 2003/98/EC.41

National administrative fines: In addition to the 
sanctions of Article 83 of the GDPR, Section 62 of DPA 
2018 contains a number of administrative fines of up 
to EUR 50,000 to be imposed for certain administrative 
offences (such as intentional data transmission 
violating the provisions of Data Secrecy). These fines 
may be imposed unless a sanction has already been 
imposed for the same infringement under Article 83 of 
the GDPR or the infringement may be punished with 
a higher penalty under any other administrative penal 
provisions. 

Existing consents according to DPA 2000: As set out 
in the transitional provisions of DPA 2018 in Section 
69 (9), consent given pursuant to the DPA 2000 shall 
continue to be valid if it meets the requirements of 
the GDPR. Furthermore, certain authorizations (e.g. 
regarding cross-border transmission of personal data) 
granted by the DPA under the provisions of the DPA 
2000 shall remain unaffected. 

Data protection impact assessment: In accordance 
with Section 35 (5) of the GDPR the Data Protection 
Authority established and adopted a list on the kind 
of processing operations for which no data protection 

41 Abänderungsantrag, AA-10, April 20, 2018 https://www.
parlament.gv.at/PAKT/VHG/XXVI/AA/AA_00010/imfname_691038.
pdf, accessed May 29. 2018.

impact assessment is required (‘White List’), which 
entered into force on May 25, 2018.42

42 Federal Law Gazette, Part II, No 108/2018, issued on May 25, 
2018
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